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CERTIFICATE IN
CYBER SECURITY

Accredited by NASSCOM, approved by the Government of India

The course Certificate in Cyber Security has been introduced for the benefit of students of all disci-
plines. The course is skill-development based and is a measure of this Institution’s avowed aim of cre-
ating for the first time in India of a pool of Cyber Security Experts for which there is a huge demand in
India because of a huge skill gap. The attempt of ours in this direction is in keeping with our motto to
impart relevant quality higher education to students and groom them to be conscious professionals,
technologists, subject matter experts, researchers and citizens, using their knowledge for skilling, re-
skilling, up-skilling, career advancement and professional progress. For this, Ministry of Electronics
and Information Technology (MeitY) through the FutureSkills Prime Programme (implemented by

Nasscom) has designated Skills Factory Learning Pvt. Ltd. to design, develop and teach the course
Certificate in Cyber Security.



COURSE OBJECTIVE

In the fast pace at which the world is moving towards digitization, knowledge of cyber
security is imperative if one has to protect one’s digital assets by securing oneself
against cyber-crimes and frauds. The objective of this course is to make each and
every individual security conscious and capable of protecting his/her digital assets as
well as guide and mentor others in Cyber Security. To this end, the course addresses
the immediate and future needs of expert knowledge of cyber security in the working,

professional and career enhancing environment. The teaching is offered by multiple
modes - online, offline, distance learning, blended learning, remote classroom etc.
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COURSE CHARACTERISTICS

o Designed for any stream (tech and non-tech)

o Suitable for students, job seekers and working professionals

Q Approved by GOI

o Content curated by domain experts

° 40+ Hrs. of learning (30% theory and 70% practical )

o Excellent course books and study material

o Multiple learning modes - blended, online recorded lectures, offline, trainer-led

ELIGIBILITY

(Eligibility: Anyone with 10 + 2 from any stream)
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Co-branded certificate
Course pioneered hybrid COU RSES by Flcjltulr(eISIkiIIs Prime
pedagogy and o—9 o—9 and SkillsFactory
practicals —based HIGHLIG HT (Post-FutureSkills
learning. assessment and subject
to conditions)
\/ Skills Factory learners
More than 39000 eligible for Government
students benefited of India incentive
from the course.

scheme (conditions
apply)

GOVERNMENT OF INDIA (GOI) INCENTIVE SCHEME*

* The course is covered under Government of India Incentive scheme and learners can
apply for it after clearing mandatory FutureSkills assessment.

GOI INCENTIVE SCHEME — ELIGIBILITY

0 All disciplines: Non-technical and technical background students.
o IT employees in IT & Non-IT firms

0 Non-IT employees looking to explore emerging technologies

o Central and State government employees

o Officials of PSUs and autonomous bodies

o Employees without dated job roles or those who are currently unemployed.
@ Fresh recruits, interns and apprentices




TOOLS YOU WILL LEARN IN THIS COURSE:

& Metosploit & Pwncat & GitTools & mpocket
£ Nmoap £ Wpscan £ Kali Linux & SIEM

& Hezsus & OWASP-ZAP & Eerbrule & OPenSense
& Netcot & Burp Suite & CrockMapErec

WHY ARE THERE HUGE CAREER OPPORTUNITIES
IN THE FIELD OF CYBER SECURITY?

The Size of Cyber Crime Activity

The Size of Cyber Crime Activity
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Cyber Risks

ﬂ Accarding Lo Cisco daba DDaE Allacks will grow 1o 15.4 miillion by 2023

@ More than fowr=lifthe of data breaches in 2020 (B6%) were financially rmotivated
ﬁ TO% al bracthas warse calssd by oul siders 45% invalved hacking

@ B8% were inancially rmotivated,

£ 7% involved some lonm of malware

£ 22% leatured phishing or sociol engineering.
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SKILLS
FACTORY

CERTIFICATE IN

Digital Ethical Hacking
(CDEH)

Course aligned with AICTE-NEAT under Ministry of Education

Skills Factory Learning is the Knowledge Partner of National Educational Alliance for
Technology (NEAT), Ministry of Education for imparting teaching, training and assess-
ing of the Course Certificate in Digital Ethical Hacking.

INTRODUCTION

Ethical Hacking is a highly valued and respected profession in the domain of Cyber Security. A good
Ethical Hacker or a Security Professional who conducts Ethical Hacking understands how a computer
system works, knows what tools to employ in order to identify security weakness and what techniques
are employed to gather unauthorised data that can be used to harm the system.




COURSE OBJECTIVE

This course is about gaining knowledge of how an Ethical Hacker can uncover various
aspects of potential attacks on the Computer System. The Ethical Hacker can thus
contribute towards safety and security of systems and be a productive asset to all
those who employ Information Technology as the mainstay of their functioning.
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COURSE IDEALLY SUITED FOR

@ Students wanting to join IT sector

@ Professionals working on critical projects in IT/Non-IT sectors
@ 'ndividuals interested in pursuing careers in digital security
& security professionals keen on upgrading their skills

TOPICS

1. IT-ITES/BPM Industry — An Intraduction
2.IT Services — An Introduction

3. Intreduction to Hacking

4. Information Gathering/ Vulnerability Scanning
5. Malwares

8. Systerm Hacking

7. Sniffing

8. website and Web Server Hacking

9. SAQL Injection and Cross-site Scripting
10. Buffer Owverflow

11. Multi-Platform (cross-platform)

12, System Hacking and Wireless Hacking
13. Mabile Pen-testing

14. Metwork DoS and DDoS

15. Cryptography

16. Penetration Testing IDS/IPS and Firewall
17. Report-preparation based on test results

18. Enhancements to existing
sacurity solutions

19. Managing work to meet requirements
20. Working effectively with colleagues

21. Muintuinlrﬂ d healthy, safe and
secure working environment

TOOLS YOU WILL LEARN

& OSINT & Maltego & MSF & Ettercap & W3AF

& Nmap & MAsscan & virusTotal & BurpSuite & MobsF

&) Nessus &) Openvas @ Hybrid Analysis @ Accunetix & Lwic

& APs & MNExpose & Mmetasploit & OWASP-ZAP & veraCrypt
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Security Expert *—e

Cyber-Security
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Information

= - Security Analyst




COURSE ALIGNMENT

The Course dligned with AICTE-MNEAT undear Ministry of Education. Skills Factory Learning is the Knowl-
edge Partner of National Educational Alliance for Technology (NEAT), Ministry of Education for impart-
ing teaching, training and assessing of the Course Certificate in Digital Ethical Hacking.
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Offline learning Excellent course
Instructor led through content created
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FEATURES OF THIS COURSE

Fees : 5,990+ GST
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Introduction and Prerequisite
Qverview of CRM

| SK ILLS What is Cloud Computing?
A Service and Deployment Models in the Cloud Market situation Benefits of the SFOC Cloud Platform
Various Products and Editions
Cloud Venders in Salesforce
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Salesforce Fundamentals

Building Blocks in Cloud - 5aa5, Paa$, laas
Case Study based learning Project Based Learning
Power of Trailhead

Creating Free Developer Org
ntroduction to Salesforce(SFOC)
|
FOC Modules

FDC Business Objects and therr functionality
— Salesforce Admin

Data Modeling And Validation

r
L
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An Insight into Standard Objects
Standard Object How (Saa5)

Understanding Custom Objects
CO U RS E ntroduction to Tabs, Standard and Custom Fields

ntroduction to Detail Page and Related Lists

Salesforce Data Mooe
CURRICULUM cocmonee

View the objects created in Schema Builder

Delete few custom Fields

What are Primary-Keys?

What are Foreign-Keys?

Understanding Roll-up Summary Field

An Insight into Formula and Cross Object Formula Feld
Date, Text, and number Formulas

Business Process And Automation
Business Logics And Various Rule

Vi

Understanding Various Rules For Automaticn

Workflow Features And Opticns

Assignment Rules

Approval Process

Approval Process - Single-step Approval And Multistep Approval

Process Automation

Auto Response and Approval Processes

Limitations and Censideratiens for sin g Werkflow and approvals
ntreducing Process

Builder Process

Juild features
Escalation Aules
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ACTORY
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User Interface and Analytics

Page Layouts

Record Types

Limitations of Page

Layouts Standard Report VS Custom Report
Various Types of Reports

Defining Summary Report

Defining Tabular Report

Defining Matrix Report

Defining Join Report

Defining SFDC Report

Execute a Report with and without Modifications
Create a Simple Tabular Report

User filters in reports

What is a Custom Summary Formula Field?
Understanding Bucket Field

What is a Bucket Field High-Lighting

How to Schedule Report for Future Run
Introduction to Dashboard

Components of Dashboard

UUsage of the Components of Dashboard
How to Select a Component to meet the Requirements
Settings of Dashboards

Formatting of the Components

Running User Concept

Security Model

Salesforce Security Features

Object Level Securities and Object-Wise permissions
Comparing Edit Vs. Modify All and Read Vs. View All Record Level Securities
Organization Wide Default

Profiles, Roles, and Permission

Sets Record sharing and Rall-Hierarchy

Sharing Rules and Applications Manual

Sharing Field Level Securities and Properties
Manual Sharing Field Level

Securities and Properties

Other Topics

List Views

Tabs Apps

Lightning App Builder

Salesforce Visual Flows

Enabling Web - to - Lead / Web - to - Case for the Org
Lead Convert
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Basics Of Programming

What is Apex?

Understanding Collection Types

What are Loops?

DML Statements

Traditional for Loop Advance for Loop Loops with SOQLs
How to Implement Apex Various Trigger Context Variables
Understanding Apex and Deployment Tools

An Insight into Apex Classes

Invoking a class via Triggers

Usage for a Visual Force Page as a Controller

Comparing Controller and Extension

Test Class and Methods to Cover Apex

Force.com Capabilities

Sandboxes and their Functionality

Debug Logs

Advance Apex
Asynchronous Apex
Asynchronous Apex Types
Batch Apex

Future Calls
QueueableApex
SchedulableApex
Interfaces and methods
Email Services

Testclass for Asynchronous
Apex

Email Services

Basics Of VisualForce

Lightning Development

What is the Lightning Web Component framework?
Lightning Web Component Development

LWC and Aura interoperability

Component bundle

Data Binding

Applying CSS



